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4, These standards are now forwarded to the Military Agency
for Standardization for further promulgation as a STANAG. However,
in accordance with reference a, these standards should be used by

Nations and Commands as the basis for planning without awaiting the

STANAG itselfl,

5. SGM-378-61 (reference b) is hereby superseded.

FOR THE STANDING GROUP:

JHE /md (i::ji?xﬂn‘EAMAN

T Colonel, Canadian Army
Peputy Secretary
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ENCLOSUKE 1

LINK 4
GROUND/AIR DATA LINK

I. GENERAL INFORMATION

Objective

1. General. The objective of Link 4 is to provide a
reliable, high capacity, automatic, line-of-sight data link
for aireraft and airborne weapons ("aircraft" as used throughout
this agreement encompasses both manned or unmanned alreraft and

their ancillary systems, such as weapons). No provision 1s

‘mede 1n these Standards for the .‘mtroddction of' crypltography.

2., Subdivision In some cases, the complete link may

consist of a ground/eir part (Link 34) and a ground/ground part
(Link 4B), This paper is primarily concerned with the ground/
alr part (Link #A). A description of the ground-to ground part
(Link 4B) 15 contained 1in Appendix E. |
3. Specific, It is to provide a link two ways if desired,
as follows:
a. Between;surface, or airborne, control stations
and aircraft for: |
(1) vVectoring a number of alrcraft aﬁd/br vieapons
by one control station. _
{2) Traffic control, wave off and transition
control (WOTC), and landing, including automatic landing,
of a number of aircraft by one control station.
(3) status reporting and passing of other air

derived information from a number of aireraft.

5 APPENDICES

A~ The Message Structure

B~ Assignment of Message 'Numbers
to Operational Functilons

C- Message Specificatlions

D- Link 4.Control Message Type 3

E- Link 4B~

NATO - CONFIDENTIAL - 3 o " Enclosure 1
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b. Between surface control stations and alrborne
control stations, or between airborne control stations
for:

{1} Tarzet data exchange.

(2) Status reporting.

Pronosed Service Employment

4. The airborne equipment will be installed in military
alrcraft, weapon delivery systems and airborne early warning

and control aircraft {ARU&C), as required. The surface equipment

will be installed where heeded to carry out the objectives

MIS

T stated above,
5. The alrborne terminal equipment will be capable, by
means of suitable converslon devices, of coupling to any of the

following as required:

a. Automatic Pilot.
b. Fire Control System.
¢. Alirborne Computing Devices.

i

. Navigational Instruments.
e. Other alrcraft equipment where desired.
6. The surface temninél equipment will be capable, by
means of suitable cohversion:devices, of coupling to surface

computing and data processing devices.

II OPERATIONAL CHARACTERISTICS

PUBLIC DISCLOSURE IMSM-0431-33 DECLASSIFIE

General

A T. .It is required that the data 1link will in every case

be backed up by at least one volce channel which 1s availabile
“either simultaneocusly or alternatively with the data link. In

the latter case, change-over from data to voice will be announced
to the pillot via a special code within a data link message.

Handover from one control. area to another area, including

NATO -~ CONFIDENTIAL -4 - Enclosure 1
AGM=220-62
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INCLOSUKE 1

. LINK X
'GﬁaﬁNDZﬁﬁé DATA LINK

Teh -

I. GENERAL INFORMATION

Objective

1. General. The objective of Link 4 is to provide a

reliable, high capacity, automatic, line-of-sight data link
for aireraft and airborne weapons ("aircraft” as used througnout

this agreement encompasses both manned or unmanned aircraft and

thelr ancillary systems, such as weapons). No provision is

IS

mede in these Standards for the introduction of cryptography.

2, Subdivision In éOme\céses, the complete link may

consist of a ground/air part (Link 44) and a ground/ground part
(Link 4B). This paper is primarily concerned with the ground/
air part (Link 4A). A description of the ground-to ground part
(Link 4B) is contained in Appendix "D".
3. Specifle, It is to provide a link two ways 1f desired,

as follows:

a. Between surface, or airébrne, control stations

and aircraft for: |

(1) vectoring a number of aircraft and/or veapons

PUBLIC DISCLOSURE IMSM-0431-93 DECLASSIFIE

by one control station.

(2) Traffic control, wave off and transition

control (WOTC),Iand landing, including automatic landing,

- of a number of aircraft by one control station.
(3) Status reporting and passing of other air

derived information from a number of aircraft.

L APPENDIXES
A~ The Message Structure
B~ Agsignment of Message Numbers
to Operatlonal Functions
C~ Message Specifications
D~ Proposal for Link 4B

NATO - CONFIDENTIAL -3 - "Enclosure 1
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. B@tmeéh‘ﬁﬁﬁﬁace control stations and alrborne

, or between airborne control stations

(1) Target data exchange.

(2) Status reporting.

Proposed Service Employment

4, The airborne equipment will be installed in military
aircraft, weapon delivery systems and airborne early warning

and control airecraft (ARI&C), as required. The surface equipmentg

will be installed where needed to carry out the objectives

MIS

stated above.

5. The airbornééﬁgllg"* - equipment will be capable, by
means of suitable converslon devices, of coupling to any of the

following as required:

&. Automatilc Pllot.

b. Fire Control System.

¢. Alrborne Computing Devices.
d. Navigational Instruments.

Other aircralt equipment where desired.

6. The surface terminal equipment will be capable, by
means of suitable conversion devices, of coupling to surface

computing and data processing devices.

IT OPERATIONAL CHARACTERISTICS

PUBLIC DISCLOSURE IMSM-0431-33 DECLASSIFIE

General

7. It 1s required that the data link wlll in every case

be backed up by at least cone voice channel which 1s available

DECLAS

either simultanecusly or alternatively with the data link. In
the latter case, change-over from data to voice will be announced
to the pilot via a special code within a data 1link message.

Handover from one control area to another area, including

NATO - CONFIDENTIAL -4 - Enclosure 1
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instruction to the pilot to change data link channel freguency
wlll be performed by voice until such time as éutomatic handover
procedure is agreed. Durlng return to base, héndover to a terminal
area for traffic control and landing may also be* performed by
volce. Other voice traffic such as change of address (see.

Para. 11) kill and damage reporting; ete,, will alsc occeupy

the volece channel.

Address Assignment

8. In an area using 2 common frequency, specific data

may be sent to a particular aircraft by assignling discrete

addresses to individual aircraft. Two addresses are reserved for

WIS

the wniversal test message and the dummy messaze leaving 8,190
possible discrete addresses which are available by use of the
thirteen address bits (iUe26). |

9. Though the duplication of address assignments may be
practicable with sufficient geographical separation, duplication
of addresses with reliance on frequency separation should be
avoided 1in the same operational area in order not to restrict
flexibility from the point of view of operational and traffic
control,

10. Block assignment of addresses will be dependent
on the size, nature and disposition of forces. It 1s not necessa-
ry to establish assignment plans immediately in order to let

equipment development and procurement proceed and, therefore,
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such planning should be postponed until theater commanders have

had the wopportunity to study the matter in detail and imake the'.r

recommendations.,

11. It 1s mandatory that all control environments be
éble to transmit messapes haﬁing any one of the 8,192 available
addresses, It 1s mandatory that all manned aircraft be able to

select any one of the 8,192 while on the ground or ship.

NATO - CONBFIDENTIAL - 5 - Enclosure 1
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12. It 1s essential that all future message number,
message code and message standard assignments be the subject of

NATO agreement.

T2{., TRANSMISSION CHARACTERISTICS

Frequency Coverage

12. This data link shall be capable of operating in the
225,0 to 399.9 MC/S band. When used with suitable R.F., conponents
thé system will be capable of operating on any higher or lower
available military frequency where technically feasible. Cﬁannel
assignment in the 225.0 to 399.9 MC/S frequency band shall be
on the basis of 100 KC increments starting at 225.0 MC/S. Not
less than 99% of radiated power shall be confined to the band
of + 50 KC of the frequency of the assigned channel. Control
and associated repiy messages shall be transmitted on the same

channel,

Emlission Designation.

14, Type of Modulation. Frequency Shift Keying (FSK) with

a nominal frequency shift of plus or minus 20 KC/S shall be used.
In the binary notation minus 20 KC/S is to repfesent,'O' (space)
and plus 20 KC/S to represent 'l! (mark).

15. Continuity of Pransmission. Contizuous marks a spaces

will form continuous transmissions; the center frequency willl
not be radiated,.

16. Type of Transmission. Transmission 1will be of the time

division multiplex, dilscrete address type. Individual messages
will be transmitted on a sequential time division basls and uill
be dipected to designated aireraft by discrete addresses,
Messages originated and-sent by a control station will be itnowm
as "econtrol messages'", while messages, replying to control
messages will be \tnoun as "reply messazes”, The use of the

"reply message'" 1s optional,

NATO - CONFIDENTIAL -6 - Enclosure 1
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Specifie Technical Characteristics.

WIS
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17. Synchronisation. The system will be operated on a

start-stop non synchronous basis.

18. Digit Length. The duration of each bipary digit

{time slot) will be 200 microseconds plus or minus 0.1¢%. The
transfer from mark to space and vice versa will be accomplished
in not more than 80 microseconds.

19. Message Length. The conirol message frame length will

be 70 time slots long, i.e. 14 milliseconds plus or minus 0.1%.
The reply message frame length will be 56 time slots long,
i.e. 11.2 milliseconds plus or minus 0.1%.

20. Transmisslon Sequence.

a. Two-way transmisslon systems. [FRach control

message frame (14 milliseconds plus or minus 0.1%)

is to be followed by a control transmitter off and
reply intérval of 18 milliseconds plus or minus 0.1%.
These times are measured at the originating control
computer. There will be an interval of 34 milliseconds
plus or minus 0.1% between the end of the control
message as received by the airborne terminal and the
start of thne reply message. This t{lie is measuled

at the airborne antenna, and provides 2 milliseconds
between the start of the reply message and the end of
the preceding control message to allow for the differ-
entlal transmission delays which can occur in multi-
site systems.

b. OCne-way transmission system. FEach control message

(14 milliseconds plus or minus 0.1%) may be followed
Ly another control message, test message, an anti-
spoof signal, or an interval necessary for switchingz
directional antennas. It is recommended that message
starts be spaced by multiples of 16 milliseconds

+ 0.1% to provide at least 2 milliseconds tolerance

for differentlal transmission delays in multl-site

O UNCLASSIFIED ™
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systems,

‘¢. In all cases, control messages addressed to the same
alreraft will not be originated more-frequently than
once every 956 milliseconds, Times are measured at the

- originating control computer.

L 21. Stahility
a. The mark and space frequencies of the transmitting

equipment are :

£
f = center + 20 1 KC/S
il
£
fS= center - 20 + 1 KC/S
f

where center = frequency of assigned channel +5 KC/S.

WIS

in the case of ground transmitters, -+ 7.5 KC/S in the
case of airborne transmitters. It is deslrable to re-
duce both these tolerances to 2.5 KC/S.

b. Phase continulty on shifting frequency will be

maintained.,

Speclal Features

22, Two-way control station equipment shall be capable
of operating with aircralt equipped to operate on a one-way
basis as well as aircraft equipped to operate on a two-way basilc.
One-way control statlon equipment shall be capable of operating
one-yay¥ with alreraft equipped to operate on a two-way basis.

This will be accomplished by a "cancel reply" bit in the
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- appropriate control messages beilng transmitted to the aircraft

with the two-way capability, or by a pilot-cperated siwtch malcing

3 the airborne transmitter inoperative,

23. The data link transmission and display system shall
be as aulomalic as possible. The latest accepted control inforii-
ation shall be continuously displayed or stored in the airerafe
untlil revised or cancelled. Each airborne receiver shall be
addressed at least one every 30 seconds, to give the pilot an

Indication whether he is under control. A simple timing deviéé

NATO - CONFIDFNPTAL
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can warn the pllot when wmore than 30 sec. has elapsed since the
last messaze was recelved.

24. The ground equipment must be capable of zenerating
either fixed or dynaimic test massages for inflight or grovnc

= checks. The Universal Test address will be 000000001111l and is

not available for assizmuent to an dindlvidual alrcraft. The use

of test messages must be explicit in the operatlional docirine.
25. It 1s highly desirable in any wode of operation (tuo-

s1lay or one-way) that there be no unoccupied message frames in

order to minimize  the possibility of spoofing by low level sighals.

A dummy messazze CO may be used to ©1ll in gaps 1in transmission.

MIS

TV. MESSAGE STANDARDS

Message Structure

250. Control Messaze. A control aessaze consists of 7O

time slots to cover synchronizing pattern, discrete address,
messagze origin, label with parity, information uith tuo paritisws
and guard space as follows:

a. Synchronization. Utilizes thirteen time slots,

The first elght time slots (1-3) will each comprise
first a 100 microsecond space and then a 100 mlcroseconc
mark with o0.1% tolerances. The next four time slots

(9-12) will be standard 200 microsecond spaces. The
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last time~slot (13) of the zroup is the "start bith

£ and will be a standard 200 wmicrosecond mark.
= b. Address. Utilizes thirteen time slots (14~20)
= for discrete addresses 0-8191. A receiver will only

process messages contalning its assigned address, oy
the universal test address, depending upon the settin:
of a pilot-operasted selector switch. To simplify the
address for volce and written communicatlon a five-

figure seni-octal shall be used as follows:

NATO - CONFIDENTIAL Enclosure ]
SGM~229-62
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ED

DIGITS 14 15,16,17 18,19,20 21,22,23 24,25,26

2 values 8 values
0 000

1 001

010

011

100

101

110

111

I I & 3% &’ 11

~IOWI LI O

to indicate the control station is the

d. Control Message Number and Label.

WIS

declimal messaze number. The label will

to be transmitted in that messaze.

message l1s rejected.

PUBLIC DISCLOSURE IMSM-0431-93 DECLASSIFIE

DECLAS

message 1s rejected.

as in as in as in
second second second
column coluinn column

c. Messape Orlgin, Utillzes one time slot (27) to

indicate orizin of message. A space (o) is transiitted

originator.

The group of

digits occupying the five time slots (28-32) which
define c0ntrollmessage numbers from O to 31 is called

the label. The label code will correspond to the

be used to

define the type and coding of infommation, e.g. close

control, modified cleose control, and traffic control,

e. PFirst Parity. Utllizes one time slot (33). The
first paricy bit shall be a marl: o space so that the
sum of marks contained in time slots 28 through 33

18 0dd; 1f correct parity 1s not received the entize

f. Informaéion. Utilizes thirty-four time slots
(34-49, 51-65 and 68-69) to transmit the information
assigned to each control message number.

&. Second Parity. Utilizes one time slot (50). The
second parity bit shall be a mark or space S0 thag the
sum of marks contained in time slots 34 through 59”.

1s even. If correct parity 1s not received, the whole

h. Third Parity. Utilizes one time slot (67). The

third parity bit shall be a mark o space so that the

sum of marlks contained in time slot 51

through 67 is

NATO - CONFIDENTIAL - 10 - Enclosure 1
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even. IT correct parity is not received, the whole
message is rejected.
i. Guard Space. The final time slot in every message

will be used to provide a guard.spaéez This interval

- may be used to swltch the transmitter off.

27. Reply Messase . A reply messase consists of 56 time

glots used for synchronizatlion, reply messase number, Information,
messaze Oorigin, program and guard space as follows:

a. Synchronization. Same as in paragraph 206a.

D. Reply Message Number and ILabel. The group of

digits occupying the three time slots {14-10) which

MIS

define reply message numbers RO through R7 is called
the label. The label will be used to define the type
and coding of information to be_transmitted to the
originator of the assoclated control message.

¢. Information. Utilizes thirty-seven time slots
(17-26 , 28-40 and 42-55) to transinit the information
assigned to each reply messaze nunber.

d. Message Origin. Utilizes one time slot {(27) to

indicate orlgin of message. A mark 1s transmitted to
indicéte the replying alrcraft is the originator.

e. Program. Utillzes one time slot (41) which is
alvays a mark. It may be uvaed to simplify programaing

of the reply message.
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f. Guard Space. Same as in paragraph 20i.

28. The messaze structure detalls are tabulated in Append..x

= i.A"

IMessage Nwmber Assignments.

29. Control and reply message numbers assigned to the
variouvs operational functions and the environments in which
they 11l be used are detailled in Appendix 'B",

30. The meanings to be attached to the information bits o

NATO -~ CONRIDENTIAL - 11 - Enclosure 1
",
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the control messages Nos. C,2, C.3, C.4, ¢.5, €.6, C.9, G.10,
.11, ¢.18, €.19, ¢.20, €21 and C.22 and reply messazes R.O and
R.1 are given in Appendix "C".

31. Other control and reply message .standards to which
numbers are assigned at Appendix "B" to this enclosure will be

= promulzated later.

Unilts, Conventilons and Definitiong,

32, Coding
a. For conveylng quantiltative information, stralght
binary coding will be used. The least gignlficant

digit will be transmitted latest in time. The table

MIS

= showing the contents of each message will also define

the coding and order of transmission for non-numerical

data.

b. Negative numbers will be transmitted as a modifled

two's complement, and are indicated by "O" in the lrst

diglt to be transmitted. The quantity "zero" is
considered to be positive,

Ixample: Consider a system vith positlon guoted in
units of one data mile to' four binary places,
the {ifth 1indicating sign. A polnt 9 data
méles West and 5 data miles North will be
treated as follows:

Plus 9 data miles {i.e. 9 data miles East) would be 11001
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Minus 9 data miles (i.e. 2 data miles West) would be 00111

Plus 5 data miles (i.e. 5 data miles North) would be 10101

s Thus, the Tinal encoded coordinates are

00111 10101
In such a system O data miles are encoded as 10000.
C. Continuous quantities will be encoded to the
nearest discrete value provided by the code, a received
code must be interprected to represent a value within
+ 1/2 guantum of the value presented to the trans-
mitting encoder.

NATO ~ CONFIDINTIAL - - 12 - Enclosure 1
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d. Unless otherulse specified, increments (size of
quanta) will be binary fractions or multiples of the
baeic wnit defined Tor each guantity, unless otherwise
specified for individual messages. All,angular quanta
will be binary fractions of a circle.

€. UWhere applicable, the ‘extreme limits of the code

(positive 1limlt is all ones, negative limit 1s Zeros)
will indicate that the encoded value is at or beyond
the 1limits defined for the quantity.

f. When message components have been specified,_the

effective value of each digit is defined for numerical

VIS

= data. Thus, 1if the dig ital pumber to be transmitted
carries fewer dilts than the specliied message component,
"zeros" or "ones” must be inserted appropriately at
the begimning and/or end to make 1t correspond to the
standard forn.
33, Azimuth, All azimuthal gquantities are positive,
increasing clockwise and are referenced to true north at the
oordinate origin. Unless otherwise stated in detailed message
speclfications, the orisin of coordinates l1s chosen for each
message to coinclde with the 1ocation ol the addressed interceptor.

Specifically, the quantities requiring azimuth references are:

2. Distanoé}and Velocity. The X and Y components

of distance and velocity expressed in a Cartesian
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coordinate system in which %the positive Y axls and the

positive X axis correspond respectively to true north

. and the true east at the coordinate origin.

b. Command Heading. The pregent heading to fly at

the aircraft's position.

¢. Attaclk Heading. Headiny to fly after time to po

to offset point equals zero.

d. Target Bearing. Bearing of target position from

airceraft posiiion.
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Note 1. The conventlon of paragraph 32¢ does not
apply to 33 b, ¢ and d.
Note 2, Any deviation from these conventions must
be included as part of the interceptor parameters.
34, QEEEEEEE- Unless otherwise specified; distance, or
range, 1ls measured along fhe straight line through the two
points. This is commonly called "slant range" when an altitude
difference exists. The 6,000 foot mile (1,829 m.) 1is the
standard unit of distance for NATO Link 4 and will be known as
the "data mile", |
35. Time, The standard unit of fime is the second.
a. Time to go. Time to fly from the vehicle's
present position to gthe offset point at which the
command heading becomes attack heading.

36, Velocity and Speed. The standafd units are the data

mlle per second and Mach numnber, where the basic unit of the
latter 1s 0.1M, Target velocity is normally expressed in data
miles per second as x and y components, positive eastward and
northward, negative westward and southward. Command speed may
be expressed az desired indicated air speed in data miles per
second or Mach number, or as a command for a discrete setting
of power 1in the alrcraft propulsion system. Meanings and codlngs
for discrete powerlcommands must be specified in the individual
messages in which they appear.

37. Altitude. Altitude is measured radially outward from
the earth as a positive quantity above mean sea level (MSL)., The
basic units are 100 feet and 1000 feet,

a. Command Altitude, Altitude which must be assumed

and/or maintained by the 1nterceptor.

b. Target Altitude. Present altltude of assigned

target.

c. Relative Target Altitude. Target altitude minus

present interceptor altitude.

38, Target Elevatlon Angle 1s the angle between the plane

= {AT0 UNCLASSIZIED!
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through the interceptor norma}l to the local * gravity vectcr

and the 1line through the interceptor and its assigned target.

If the target is above the plane, the sign of the elevation angle
is positive.

39. Pitch is the angle betueen the lonzitudinal axis ofl
the aircraft and the plane through the aircraft normal to the
local * gravity vector. If the forward extension of the longitu~
dinal axis lies above %the plane, the sign of the pitch is
positive.

a. Command Pitch is the pitch vwhich the interceptor

should assume and/or maintain.

b. Pitch Correction is the change required from

present piteh. If the piltch corresction, when executed,
will result in a more positive {or less negat.ve)
pitch, the sign of the pitch correction is positive.
40. Bank Angle 18 the angle between the lateral axis
of the aircraft and the plane through the aircraft normal te the
local * gravity vector. If the port (leftward) extension of the
lateral axis lies above the plane, the sign of the bank angle 1s
positive.

a. Bank Angle Correction 1s the change required irom

present bank angle. If the bank angle correction, when
executed, will result in a more positive (or less
negative) bank angle, the sign of the bank angle
correction 1s positive.
41. Discretes: Binary Codes which are assigned discrete
meanings. They are normally specific commands, intentlons, or
sltuations. They are not neceasarlly required to be repeated.

They are defined in Appendix "¢",

* Note: "Local" means "at the location of the interceptor”

NATO - CONFIDENTIAL - 15 - Enclosure 1
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APPENDIX A TO ENCLOSURE 1

THE MESSAGE STRUCTURE

Time Slot  Binary Digit Function’ Remarks
Number Value 'one! or
'zero!
a. Control Messages
1-8 See Remarks  )Synchronization In each of time-
slots 1 to 8 the
9 - 12 0 firet 100 micro-
-geconds is a
13 1 )8tart bit- - space and the

second 100 micro-
seconds is a maik

14 - 26 According to Discrete Addresses
Address number from O to 8191
27 - 0 Control station
1s originator
28 - 32 Label according to Control Message See Appendix "3"
control message No. €.0, to C.31
number
33 11t or tO! lst parity The 1st parity

is to be counted
over the label
digits, and
including the
parity digit is
to be odad. '

34 - 49 According to Information
information

50 3t or 10! ond parity The 2nd parity
is to be counted
over the previous
16 information
digits and in~
cluding the
parity digit
is to be even.

51 - 66 According to Information
Information

67 1t opr 10! 3rd parity The 3rd parity
is to be counted
over the previocus
16 information
digits and in-
¢luding the pari-
-ty digit is to
be even,

NATO -~ CONFIDENTIAT Appendix a to

" NATO UNCLASSIFIED

APPROVED FOR PUBLIC DISCLOSURE




NATO UNCLASSIFIED

APPROVED FOR PUBLIC DISCLOSURE

NATO - CONFIDENTIAL

Time Slot  Binary Digit. Function Remarks
Number Value t'one! or
'zero! 5

68 -~ 69 According bo  Information
Information - _

- 70 'i' or '0! Guard space-
according fto
e computer program

b. Reply Message

l~13 Same as a. above Synchronization
14 - 16 Label according_tb _ Reply message
reply message number numbers (R.0 - R.T)
(see Appendix "B")
rl
= 17 - 26 According %o Information
Ll Information
T _ :
v 27 t1t ' Replying station
g% is originator
—i
ﬁi 28 - 40 According to Information
" : Informaticn :
Eg 4 £l Program bit
bt ho - 55 According to Information
=< ' Information
=
E% 56 1 or 'O ' Progran bit/Guard space
= _
(0
>
D
o]
—
2
o
O
o
—
o
— |
O
[ 1]
Fl
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APPENDIX B TC ENCLOSURE 1

ASSIGNMENT OF MESSAGE NUMBERS TO OPERATIOMAL FUNCTIONS

Mesgage Label Message : Category
Number Type {Note 1)
&. Control Messages |

C.0 00000 Dummy Mess. No. for: II

idling transmissilons
when ne intelligence
1is; to be convyed

C.1 00001 Tentative Allocation III
to AEW&C Shlp Link

c.2 00010 Vectoring A _ 1L

C.3 00011 Vectoring B & Close I
Control 1

C.h4 00100 Traffic Control III

C.5 00101 Traffic Control III
B/Wave Off Transition
Control .

c.6 00110 Avtomatic Landing v

C.T 00111 Unassligned

c.8 01000 Unassigned

C.9 01001 Close Control 2 . I

C.10 01010 Modified Cleose Control 1 III
(Note 2)

C.11 01011  Modified Close Control 2  III-
{Note 2)

c.12 01100 Missile iv
Control 3

NATO ~ CONIIDENTIAL A
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Message Label Message Category
Number Type : (Note 1)
¢c.13 . 01101 Misegile o v
Control 4
.1k 01110 Missile ' IV
Control 5 *
c.15 01111 Missile . S v
= Control 6
o0 C.16 10000 Unassigned
C.17 10001 Unassigned
C.18 10010 Precision . : Iv
Direction A
C.19 10011 é%ecision o v
Direction B _
> C<20 ‘10100  Close Control 3 I, IT (Wote 3)
c.21 10101 Consolidated (Note 4) IIT
Commnand Message
C.22 10110 . Consolidated (MNote 4) III

target information

C.23 - €,31 Unassigned

Note 1l: Category I. A11 control stations must be capable of
transmitting these messages.

Category II. Any control station with additional capa-
b1lity should implement these desirable messages.

Category IITI. SubJect to further study, these messages
- may be recommended for Category I or II.

Category IV, Messages for speclal application, not
stan ard

Nobte 2: Messages .10 and C.11 are "broadcast" control messages.
The possible use of these in NATO 1s under study.

Note 3: Message C,20 I8 in Category I for all ground bhased statiow
Category II for ship and airborne stations.
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; Note 4: Messages C.21 and C.22 are suggested as fubure NATO
minimum standard.

Note 5: Test messages appropriate to the above control messages
are to be defined later.
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NATQ ~ CONFIDENTIAL Eﬁflosure 1to

- 8GM~220-52 - 19 -

NATE UNCLASSIFIED

APPROVED FOR PUBLIC DISCLOSURE




NATO UNGLASSIIFIED

NATO - 'CONE&%PT%V FOR PUBLIC DISCLOSURE

Message Label Message Category

Nuuber Type (tiote 1)
k. Reply Messages .
R.O 000 Reply A IIT
R.1 001 Revly B IIT
: (TACAN Position)
— R.2 010 Airborne Farly I1T
— Warning & Control
R.3 011 Airborne Early I11
Warning & Control
R.A 100 Reply Integrated . II1T
Control 1
R.5 101 Reply Integrated TIX
Control 2
-' L
- R.6 110 Unassigned
R.7 111 Unassigned
Note 1:

Category I. All control stations must be able to
receive and interpret these messages.

Category II. Any conbtrol station with additional
capabllity should be implemented to receive and interpret
these desirable messages.

Category IIT. Subject to further study, these messages
may be recommended for Cabegory I or II.

~ Cabegory IV. Messages for special applications, not
NATO standard. ‘
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APPENDIX C TO ENCLOSURE 1

MESSAGE - SPECIFICATIONS

ED

Control Message No, C.0., ILabel: O00000. All diglts after the

start patftern are zeros except digit No. 33.
Control Message No., C.2 {Vectoring A)
Label: 00010 ‘ .

—

VIS
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Digit time Quanta  Total Nos
slot position Functlop Limits Size of Digita
3 - b2 Delta Y Minus 256 to 1.0 data 9
plug 255 data mi.
miles
43 - U9 Y Vel Minus 3600 to  1/64 data T
plus 3544 data ml, per sec.
knots (56.25 data
tnots)
51 - 59 Delta X Minus 256 to 1.0 data 9
plus 255 data mi.
miles ’
60 - 66 X Vel Minus 3600 to 1/64 data T
plus 3544 data mi. per sec,
knots {56.25 data
knots)
68 M/AP - oo 1
69 AR/CR —— ——- 1
34
Abbreviations:
Delta Y North-South component of interceptor to target
range.
Delta X East~-West component of interceptor to target

raige .

Y Veloecity North-South component of target velocity

referenced to the alr mass.

X Veloclty East-West component of target velocity

M/AP
AR/CR

NATO ~ CONEIDENTIAL

referenced to the air mass,

Manual Control (Q) or Auto Pilot Control (1).
Automatic reply {(0) or cancel reply (1): Tt

ig degirable that the pilot be able to force
a reply in a two-way environment to allow for
emergency condltions which may arise in the
airecraft. This will be accomplished by a pilot
operated switch which can be called “cancel
reply override" and which causes the aircraft
to ignore the cancel reply bit.
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Control Message Mo. C.3 {Vectoring B/Close Control 1)

Label: 00011

NATO - CONFIDENTIAT

Digit time N Quanta Total No.
slot position Function _ Limits Size of Dipite
34 - CH 0-358.6° 3600/256 8
ho - 48 CA ELow 0 - 12,700 ft. 100ft.) 7
S {High 0-~127,000 ft. 1000ft.)
b9 CA/SC  High -~ O Low 1 - 1
51 - 56 c3 " 0.38 - 3.53 Mach 0.05 M 6
57 ~ 63 TA 0-127,000 ft. 10001t .. 7
64 - 66  Discretes (Detalls shown belou) | 3
68 - 69 Discretes (Detalls shown below) 2
34
~ Abbreviations:
CH Comnand Heading
CA Command Altitude
CA/SC Command Altitude scale change
C3 Command speed
TA Target Altitude
Discretes See Table below
Discretes for Message No. C.3 only.
droyp Serial Digit time slot Operational
- Number Number and binary Ceode Meaning
(Note 2) 64 65 66 68 69
(Note 1)
1 0 O 0 0 0 0
1 1 0O 0 0 1 1
1 2 0O 0 1 0 o
1 3 0o 0 1 1 1
1 4 O 1L 0 0 0
1 5 © 1 0 1 1T
1 6 01 1 0 0.
1 N 0 1 1 1 1
1 8 1 0 0 0 0
1 9 1 0 0 1 1
1 10 1 01 0 0O
2 11 1 0 1 1 1
2 12 1 1 0 0 0
2 13 1 1 0 1 1
3 14 1 1 1 0 0O
3 15 1 1 1 1 1
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Note 1:

The purpose of having digits-68 and 69 the same when
ﬁqnveying a-discrete instruction 1s fo provide a form of parity
check for these digits which are not covered by’ the normal

parlty checks; if these digits are unlike, thefé will be no

changes ln the discrete message diéplayed, but the remalnder

of the message will he accepted subject to the normal parity

checks. If, in successive messages, there 1s no change 1in the

discrete message, that discrete wmessage will be repeated and

messaged with digits 68 and 69 unlike will not be intentionally

transmitted.

WIS

Note. 2:
Group 1 -~ Only one message in Group 1 may be displayed at
any one time, Only transmisslon of a new Group 1 message will

cancel th: previous Group 1 message.

Group 2 ~ Any or all three messages of Group 2 may be
simultaneously displayed. They shall be individually self-

cancelling on a time basis, determined. within alrborne equipment,

Grdh2'3 - One and only one of the two messages in CGroup 3
will be displayed at any one time, Transmission of elther message

shall cancel the other.
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Message No. C.4 Traffic Control A
Label: 00100

Digit time , Quanta Total NQ.
slot position Function Limits Size of Digits
34 - b Y Minus 256 to 1.0 data 9
— plus 255 - data mi.
mi.
(1] .
b3 - 49 Unallocated 7
51 - 59 X Minus 256 to 1.0 data 9
plus 255 data mi.
mi.
60 -~ 66 Unallocated o 7
68 M/AP 1
. .
' 69 AR/CR o 1
34
Abbreviations: C
B Y North-South component of alrcraft to base
distance
X East-West component of alrcraft to base
distance

M/AP
AR/CR} AS 1n message No. C.2

Message No. C.5 Traffic Control BAOTC (Wave off and Transition
Control)
Label: 00101
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Digit time Quanta Total No,
slot position Function Limits Size .. of Diglts
3 - I Cmd, heading 0-358.690 _ 3600,/256 8
ho - 48 Comd,  (Low 0-12,700 ft. 100 ft. 7
Altitude High 0-127,000 ft. 1000 f¢t.
49 Cmd. Altitude
Scale change High =~ O Low - 1 1
51 - 56 Cmd.Alr Speed O ~ 886 data knots 1/256 d.m./sec 6
- (Indicated) (14,06 data knots)
57 - 63 Rate of 0-12,700 ft./min. 100 ft./min., 7
A descent
64 - 66 Discretes 16 meanings (coded same as 5
: for No. C3)
68 -~ 69 Discretes Meaning to be promulgated
later )
34
NATO - CONFIDENTIAL ‘ Appendix C to
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Message No. C.6 Aubtomatic Carrier Landing

Label: 00110

Digit time

Quanta Total Ho.
3lot position Function Limits size of Digits
3~ L2 Piteh Hinus 13,50 27,00/512 9

Correction to plus 13,45°
43 Unallocated -— -- 1
4 - hg Range to touch 0 to 8001 yds., 127 yds, ¢
down on Carrier
51 - 59 Bank Aigle  Minus 30° to 60° /512 9
Correction plus 29,88
60 -~ 66 Unallocated - - 7
68 M/AP % As in message C.2 1
69 = AR/R ) | 1
3
Control Message No. C.9 (Close Control 2)
Label: (01001
Digit time Quanta Total No.
slot position Function Limivs. size of Diglts
3 .43 AH 0-358.,60 3600 /256 8
bo - b8 TG High 0-4064 sec, 32 sec.; 7
Low 0-127 sec. 1 sec.
49 TTG/SG High - 0 Low - 1 - 1
51 - 58 TR 0 - 127.5 data mi. 0.5 data mi. 8
59 - 66 B 0 - 358,60 3600 /256 8
68 Unassigned 1
69 AR/CR As in message C.2 1
3h
Abbreviations:
AH Attack Heading
TG Time to go
TTG/SC Time to go scale change
TR Target Range from Interceptor
B Target Bearing

NATO - CONFIDENTIAL
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Control Message No. C.10 (Modified Close Control

1)

Label: 01010

Digit time Quanta Total No.
glot position Function Limits Size of Digits
34 - Uy X -4096 to 0.5 d.m. 14
+4095.,5 d.m.
h8 Volce/data 1=Revert to voice 1
link O=Continue data 1inlk
hg Assignment l-take best target 1
O
51 - 64 ¥ ~4096 to +4095.5 0.5 d.m. 14
65 Engagement l=disengage 1
L O=continue engagement
; 66 Coordinate 1-Data reference to interceptor 1
origin OzData reference to a grid point
68 Tactics l-single target 1
' O=area target{Centroid X and Y)
69 Return to 1z 1
base 0=
34
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Control Message No. C.11 (Modified Close Control 2)
Label: 01011 ' -

Digit time " Quanta Total no.

slot position Function Limits . size . of Digits
34 - 41 X Veloeity =-3600 to +3571.9 Knots 1/128d.m. 8
ey sec,
28.125
data knots)
b2 - 49 Y Velocity -3600 to 3571.9 Knots 1/128d.m. 8
per sec.
(28,125 datd
knots)
51 - 57 TA 0-95,250 ft. 750 ft, 7
58 ~ 65 Grid - s -
Identification .
Code
66 Mcc/cc - - 1
. 68 ~ 69 Tactlcs - - 2
_ —55——_
Abbreviations:

X Veloclty -~ East component of target veloclity, referenced
to the grid system designated by digits 58-65.

Y Velocity ~ North component of target welocity, referenced
to the grid system designated by digits 58-65.

TA Target Altitude
Mcc/ce Modified Close Control { ) or Close Control ( )
NATO - CONFIDENTTAT.
Appendix C to
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Control Message No. €.18 (Precision Direction A)

~apsl: 10010
Digit time _ fuanta Total No.
slot position Function Limits size of Digits
3 - 42 Pitch -13.5 to+13.45 degrees 27.09/512 9
Correction
43 . 49 Unassigned 7
51 - 59 Bank Angle -30 to +29.88 degrees 60°/512 9
Correction
60 - 66 Unassigned —-— -- 1
68 M/Ap Same as No. C.2 |
69 AR/CR Same as No, C.2 1
34
QATO - CONFLDENTIAL - Appendix C to
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Control Message No.'C.l9”(Precisioh‘Direction B} _
Label: 10011

Digit time Quanta  Total No.
slot position Function Limits size of Digits
30 . Command hdg, 0-358,60 360° /256 8
ha - 48 CA ‘Low 0-12,700 £t. 100 ft.g 7
High 0-127,000ft. 1000 Tt.
49 CA/SC High - O Low - 1 1
51 - 56 Comnand Alr 0.38~3.53 Mach 0.05M
Speed _
57 - 63 Time to go  0-127 sec 1 sec 7
]
= 64 - 66 Diseretes ) {coded same as 3
Lol ? No. C.3; meaning to be
L i i promulgated later)
77
2 68 - 69 Discretes } 2
—
) 34
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Control Message No. ¢.20 {Close Control 3)

Label: 10100

Digit time Quanta Total No.
8lot position Function Limits size of Diglts
3 - 4 Command 0-358.6° 3600 /256 8
Heading
ho - 48 Target 0-357,29 360°/128 7
Azimuth
hg Warning of 0OzNo Warning 1
possihle l=Warning
change in
order
51 - 54 Command Pitch~11 1/4° to+30 15/16° 360°/128 &
55 - 59 Target -30 15/16 to456 1/4° 360°/128 5
Elevation
Angle
60 - 65 Target Range O to 31.5 d.m. 0.5 d.m. )
66 Pilot Warning to pilot (Digit 66) 1
Warning means, in principle, that
the interception should be stopped)
68 - 69 Command Speed See table below 2
34
Notes on Coding in message ¢.20
51 - 5% Command Pitch is coded assymmetrically, as indicated by

“het Tollowing examples:

51 52 53 54

¢ 0 o0 0 -11 1/4°
0O 1 0 0 0°
1 0 0 0 +11 1/4°
1 1 0 0 +221/2°
1 1 1 1 +30 15/16°

55 - 59 Target Elevation angle is coded assymmetrically as

Indicated by the following examples:

55 56 57 58 59

0O 0 0 0 0 =30 15/16° or less
0 o 1 1 1 -11 1/4°
0 1 O 1 1z 0o
0O 1 1 1 1 +11 1/4°
1 0 0 1 1 +221/2°
1 1 o0 1 1 +45°
1 1 1 1 1 +56 1/40 or more
NATO - CONFIDENTIAL Appendix C to
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68 - 69 Commend Speed is encoded in discrete power settings
a5 followurs:

68 69
0 O Liner (Fly at apeed for maximum crulsing
range).
0 1 Buster (Fly at maximum speed).
1 0 After burner’
1 1 Booster
b9 Warning of possible change in order., Transmission of

warning to change an order (Digit No. 49) starts about
5 seconds before the change, and continues untll the
order is given. Order changes are: change of command
heading, change of pitch angle, control and change

of speed orders.
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Control Message No. C.21 (Consolidated Command liessage )
Label: 10101 ' - |

Digit time Quanta Total No

34

O,

59 - 61 Command Speed is encoded in discrete power settlngs
as glven in the rfollowing table:

59 60 . 61

No Commard

SAUNTER (Fly at speed for maximum
endurance )

LINER (Fly at speed for maximum cruising

slot position Function Iimits size of Digits
34 - Iy Command heading 0-358,6° 3600/256 8
or Attack heading
h2 CH/AH CH=0 - 1
AH=1
43 - 48 Time to go High 0-4032 sec. 64 sec. 6
Low - 126 sec. 2 sec.,
b9 - pig/sc High=0 1
Low= 1
L 51 - BT Command Low 0-12,T00 ft, 7
— Altitude High 0-127,000 ft,.
Ef 58 CA/SC : High=0 1
Py Low =1
77
<t 59 - 61 Command Speed  See table below 3
)
Ll 62 ~ 65 Discretes. 16 discrete possibilities b4
= as coded in message C2
m .
:E 66 M/AP As in message C2 1
= :
= 68 AR/CR As in message C2 1
E% 69 Parity on Repetition of digit 68 1
= AR/CR '
Ll
n
—
2]
L
—
LA
I
fan
-
—
oo
>
o

range
BUSTER (Fl% at maximum continuous speed)
GATE (Fly at maximum possible speed)
Use after burner
Use booster jets or rockets
Spare combination

HHEHHO © 0O
HHOQOK H= OO
HOMOM © HO

Note: Depending on local doctrine, GATE may include
the use of after burners or rockets.
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Control Message No. €.22 (Conselidated Target Information)
Label: 10110 '

Diglt Time Quanta Total No

slot position  Function Limits ‘size of Digits
= 34 - 39 Target Bearing 0-354,4° 360° /64 6
e 4o - Lh Target Range Coarse 0-248 d.m. 8 d.m. 5
Fine 0-31 d.m. 1 d.m,
45 TR/SC Cozrse = O : 1
Fine = 1
B6 - 49 and * Tarpet Speed 0-3544 d.m./hr,  1/64 dm/sec 6
51 - 52 {(56.25 am/hr)
- 53 - 58 * Target Heading 0-354, 40 3600,/64 6
59 - 6h Relative -32,000 £t. to 1000 f't. 6
Target Altitude 31,000 ft,
65 ~ 66 Spares : ——— - 2
68 - 69 Spares — - 2
34

* Referenced to the alr mass.
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Reply Message R.O

ED

Label: 000
Digit time Quanta Total No:
slot position Function Limits glze of Digits
17 - 2h Aircraft True  0-358.6° 3500 /256 3
Heading _
25 - 26 Weapon Status - -- o
27 Directional (always "1") 1
Digit
28 - 34 Altitude High 0-127,000ft, 1000 ft. T
Low 0-12,700 ft. 100 ft.
L 35 Alt. scale 0= high - 1
change lz low
36 - 38 Alreraft type - -- 3
39 - 40 Weapon Status -~ - 2
by Program Digit  (always "1") 1
Lo - 48 Fuel Status 0-25,400 1bs. 200 1bs. 7
49 - 55 TACAN Station - -- i

Identity (126
chamnels)
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'Reply Message R.1
Tabel: 001

D)

Digit tinme

‘Quanta Total No.

slot position Function Limits size ol* Digits
17 - 24 Aireraft true  0-3586 Knots 1/256 d.m./ &
Air speed sec, (14,06
Knots)
25 ~ 26 Weapon Status - - 2
27 Directional {always "1") 1
Digit
28 -~ 36 TACAN Bearing  0-359.3° 360°/512 9
37 - 38 Weapon Status - - 2
39 Pilot Ready ' 0= not ready 1
1= ready
Lo Auto-Pilot oz No auto-pilot 1
1= Auto-pilot engaged
43 Program Digit  {aiways “1") 1
4o - 50 TACAN Range 0-306.6 n.m, 0.6 n.m. 0
KL - B5 Discretes - - 5

NATO - CONFIDENTIAL
SGM-229-62

Appendix C to
Enclosure l_

NATO UNGLASSIFIED

APPROVED FOR PUBLIC DISCLOSURE



NATO UNGCLASSIFIED

NATO - CONFLu#bHGVED FOR PUBLIC DISCLOSURE

APPENDIX D TO ENCLOSURE 1

Link 4 Control iessage Tyvne 2

The 16 Discrete lessages of Link 4 Controllﬂessa;e Tepe 5
nave the following expanded definitions:
Discrete

= Message Brief Expanded Definition
Number Definition

¢ Disengage Talce immediate action in
accordance with SOP or
briefing. Do not fire.

1 Not undei control Ignore all data link comnands
' and information except hic
discrete message read-out(s)
of mission.

2 Vector to Waypoint Vector is to a point in space
- (orientation Point)

VIS

3 Vector to Handover Vector is to a point at which
your control will be trans-
ferred to another control

" centre, Expect further inst-
ructions on new frequencles
for voice and data 1link chan-
nels and standby for a shift
fregquency command.

4 Orbit Remain in the immediate
' vicinlty of your present
position using the pattern
established by S0P or bricfing.

) Return to base- You are being vectored to a
‘ point at which your control

will be transferred to your
final destination control
centre. Expect a shift frequen~.
cy command., This is a speclal
case of handover which peruits
the pllot to make preparation
for letdovm and landing. It
may also be used as an emer-

- gency return to base advisory
as for example,indication that
fuel state has been determlined

~ by the control centre to have
reached the minimum which

= would allox normal return vith

required landing reserve.
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6 - Challenge Vector is to intercept an
uniknown for the purpose of
visual identification. Action
subsequent to ldentiflcation
ulll be continzent on brieling
or SOP.
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T Destroy uith A You avc heing vectored to
No. 1 attack a target with the

veapon indicated. It has been
determined at the computer
that the indicated veanon 1o
the preferred veapon lor this
attack accordingly your approali
will be optimized [or maximwun

= : ~1cil) probabillity wilh that

weapon. Tials command does not

preclude the use of other

weapons during this attacw

as may be deemed appropriaie

by the pilot,

8 Destroy with Arm Same as Code 7 above
No. 2
9 Destroy with A Same as Code T above
No. 3 '
]
— *10 Pilot Target Selection Ignore target designation and
' attack most suitable target
*11 Altitude Change Warning A change in altitude commaind

is imminent or has already
been tranaitted. Observe the
appropriate cammand read-out
"and respond promptly to the
ensuing or existing change.

*12 Commard Speed Change A change in speed (power .
Warning  setting) command is imminent
or has already been transmit-
ted. Observe the appropriate
commnand read-out and 1respond
promptly to the ensuing or
exlsting change.

13 Revert to Voice Talke action as necessary to
receive a volce message. If
you have simultaneous volce
and data reception capabilities
the next message you hear on
your voice channel will be
intended for you.
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*14 Maximum Rate Turn All turns executed in response
i : ‘ to command heading changes
shall be executed in the
indicated manner.

A *15 Normal Rate Turn Saime as Code 1U4 above

* QPTIONAL: Implement 1f desired but do not use for any other
purpose, -
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APPENRIX D TO ENCLOSURE 1

Proposal for

LINK 4B

Land-Line Connection between Air Defense Computers

and Remote Ground-to-Air Data Link Transmitters

D.1  GENERAL

Whepre the operation of interceptors over a large geogra-
phical area is to be conirolled from a single location, i1t
becomes necessary to connect the control centre to .several
ground-to-air transmitting stations which must be geographlcally
dlsplaced, in order to ovércome the line—of-sight limitation
of UHF fransmisgion. This requirément'éenérates some technical
problems, since, in general, the transmission media and bandwidths
available for cbmmunications on the ground are dissimllar to
those of UHF groﬁnd—to~air radio links. Unless there is
avalilable g ground communication channel with capacity at least
equal to that of the ground-to-air link, a converter {or "bulfer")
is required at the remote UHF transmitting station. It is the
intent of this Appendix to establish standards for transmitting
to such a converter from a control centre capable of generating

dipital control messapes.

TRANSMISSTON STANDARDS

.2 COMPATIBILITY WITH LINK 1

In general, the transmissions standards for Link 4B are
those speeified in Standards for NATO Data Link 1. Specifically
the Tollouing paragraphs of Standards For Link 1 apply to
Tiink 4B
3 ANNEXES
Relationship of
Structures on Links 4A and 4B

Link I8 Massage
1y 1 . . = -
i Control Mensage Type 3
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Link 1 Stand@pdSQiiﬁf. SGI1_1377-61)

i

Paragraph N&ﬁ.‘ e iiﬁlﬁ
(a) 5 % ‘@; ° Frequency Response
(b) & | Peal Tmpulse woise
(c) T Noise and Cross-Talk
(d) 9 Cirveutt Layoub
(e) 13 Pransmission Speed
(£) - 14 Transmission Speed Tolerances
(&) . 15 Modulation
(n) 16 Translation of Information
(1) 17 Standby Signal
(1) 18 Recelver Synchronization
(k) 19 o Nﬁi%iple Pransmission Operation
(1) 20 ﬂ%lﬁﬁ&aéedance
{(m) 2] Transmltter Output Level
(n) 22 Receiver Input Level
(o) 23. Ooutput Attenuator
(p) 2l Output/Input Filters
{a) 2hb, Test Messages

D.3  MESSAGE FRAME

This is the unit of information for fransmisgsioh. A messazge
frame will contain 70 message digits, divided Into 10 message
groups of 7 dlglits each.

D.4 "TRANSMISSION FRAME

A transmission frame will consist of 96 transmission digits,
divided into 12 transmission groups of 8 digits each. The trans-

mission groups wlill be of 3 different types as follows:

(a) Start Group. One start group begins a transmlssion
frame. It consists of 8 start digits: these are chesen to glve a
unique train of digits (eight "zeros") to identifly the start

o a new frame,
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APPENDIX E TO ENCLOSURE 1

LINK 4B

Land~Line Connection between Air Defense Computers -

and Remote Ground-to-Air Data Link Transmitters

D.1  GENERAL .

Where the operation of interceptors over a large geopia-
phical area is to be controlled from a single location, il
becomes necessary to connect the control centre tb.several
ground-to~air transmitting stations which must be geographically
displaced, in order to overcome the line-~of-sight limitation
of UHPF transmission. This requirement genérates some technical
problems, since, in general, the transmission media and bandwidths
available for communications on the ground are dissimilar to
those of UHR groﬁnd—to~air radio links. Unless there is
avéilable a ground comnunication channel with capacity at least
equal to that of the ground-to-air link, a converter (or "bullcr')
is required at:the remote UIIF transmitting station. It is the
intent of this Appen@ix to establish standards for transmitting
o such a conﬁerter from a controllcentre capable 6f_generating

dlgital control messages.

TRANSMISSION STANDARDS

D.2 COMPATLIBILITY WITH LINK 1

In general, the transmissions standards for Link 4B are
those speecified in Standards for NATO Data Link 1. Specifically
the following paragraphs of Standards for Link 1 apply to
Link 4B:

2 ANNEXES
I - Fig. 1: KRelationship of
Message Structures on Links 44 and 4B
IIL - Pig., 2: Link 4B message
NATO - CONFIDENTIAL - 38 - Appendix E to

SGM-220~-02 | Enclosure 1
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Link 1 3tendapds, (cf, 2GH1_377-61)

Paragranh 1to. . i}ﬁlﬁ
(a) 5 | Frequency Résponse
) 6 Peak Twpulse Woise
= (c) 7 Hoise and Cross-Talk
o0 (a) 9 Cireuit Layout
(e) 13 Tranamission Speed
(t) 14 Transmission Speed Tolerances
() ) Modulation
(h) 14 Translation of Information
2 (1) 17 Standby Signal
i (3) 18 Receiver Synchronization
(%) 19 . Multiple Transmlssion Operation
(1) 20 Impedance
{m) 2]l Transmitter Output Level
(h) 22 Receiver Input Level
{o) 23. Output Attenuator
() 2k Qutput/Input Filters
(a) ' 25h , Test Messages

D.3 MESSAGE FRAME

This is the unit .0f information for transmission. A message
frame will contain TO message digits, divided into 10 meassage

groups of 7 diglts each.
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: D.A  TRANSMISSION FRAME

A Transmission frgme will consist of 96 transmission disita,

divided into 12 transmission groups of 8 digzits each. The Strans-

mission groups will be of 3 different types as follows:

(a) Start Group. One start group begins a transmission
frame, It consists of 8 start digits: these are chosen to zive a
wilque trailn of digits (eight "zeros")} to identlifry the start

¢ a new frame.
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(v) pata Group. Each transmission frame contains 10 data

_groups: each compriégs:a qing1e fixed diglt (“"one") followed by

fysgg

M \ﬁu’f‘ (S

oL

a message group.

(¢) Check Group. One check group completes the transmissien

frame, It contains a single fixed digit ("one") followed by
& check diglts, followed by a final digit ("one") which completes
the transmission frame. The checking technique described in

Paragraph 12 of the Link 1 Standards applies to Link Lz,

D.5  TIMING.

Control messages for Link 4 will be initiated by the
control computer at intervals which are multiples of 16
milllseconds. (Para. 20). The message length for Link 4A 1is
also a multiple of 15 milliseconﬁg. Thus, for example, 1P control
messages are initiated ét the rﬂfé of one every 32 milliseconds,
four parallel telephone lines operating at 750 bits per second
(or two, at 1500 blts/sec.) would be required to convey these
messages to a remote Link 4A radio transmitter, Transmission
frames on the parallel telephone lines‘must be synchronized and-
stagggred, as indicated in Paragraph 19 of the Link 1 standards.
The equipment at the ground-to-air transmitting site will
operate as a slave, generating and transmitting a Link A
message corresponding to each message received on Link 4B,

It 1s recommended that the conversion delay (time between re-
ceptlon of Link 4B messages on individual lines and transmission
of Link 44 messazes) be made manually adjustable as an integral
number of digits. This adjustable deiay can be used to equalize

the delays incurred in the different Link 4B transmission paths.

MESSAGE STANDARDS

D.G  CONTENT

All working digits, ‘with the exception of

directional digit and information parity diglts, of a complete

© NATO - CONFIDENTIAL ~ Appendix D to
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Link 44 messa; e, i e*"ﬂgmess, label, pardty.and information will

ink 4B messace. In addition, Link 4B

may carry digltal insnructions for automatic operation of the Link
YA transmitting station. Link 4A synchronizirg pattern and gjuard
space will be generated automatically and inserted in each ground-

to~air message by the Link 4A transmitter.

D.7T UNITS, CONVENTIONS, DEFINITIONS.

The units, conventions and definltions specified for
Link 4A in Paragraphs 32 - 41 also apply to Link Lp messages,
including numerical data, instructions, ete., which flow on

Link 4B, but do not form part ot -any ground- ~to-air (Link I4)

~ F
FaR

D.©  CONVERSION:- OF MESSAGES

The relationship between the message structures on Link U4A
and Link 4B is illustrated in Pigure 1. Coding of Site Address,
Mode Selection, Antenna Selection and Site Control Bits is shoun

in Figure 2,

D.9  FUTURE MESSAGES

The necessary flexibility to accommodate future requirements
of Link 4B is provided by the Site ‘Control Bits, which are
used to determine the content and interpretation of the rest of

the message following these bits.
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(v) Data Group. Each transmission frame contains 10 cata
groups: each comprises a single fixed digit ("one") lollowed by
a message group.

{c) Check'Group.‘ One check group completes the transmission

frame, It contains a single fixed diglt ("one") followed bv
6 check dieits, followed by a final digit {("one™) which completcs
the transmission frame. The checking technique described in

Paragraph 12 of the Link 1 Standards applies bo Ldnk 4B.

D.5 | TIMING.

Control messages for Link 4 wlll be initiated by the
control computer at intervals which are multiples of 16
milliseconds. (Para. 20), The message 1ength for Link MA is
also a multiple of 16 milliseconds. Thus, for example, 1ir control
messages are initiated at the rate of one every 32 millisecords,
four parallel telephone lines operating at 750 bits per second
(or two, at 1500 bits/sec.) would be required to convey. these
messages -to a remote Link 4A radio transmitter. Transmission’
frames on the parallel telephone 1ines'must be synchronizeéd and
staggered, as indicated in Paragraph 19 of the Link 1 standards.
The Equipment at the grodnd—to-air transmitting site'ﬁill
Operate as a slave, “enerating ahd transmitting a Lihk Ip
message correspondiné to each message received on Link uB
It 1s recommended that the conversion delay (time between re-
ception of Link UB messages on individual lines and tranSmission
of Link 4a messageS) be made manually adjustable as an integral
nunber of digits. This adjustable delay can be used to equallze

the delays incurred in the different Link UB transmission paths,

MESSAGE STANDARDS

D.6  CONTENT
All working digits, 'with the exception of

directional digit and informatlon parity digits, of a complete
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Link 4A message, 1.é. address, label, parity.and information will
be contained in a single Link 4B messaje. Iﬁ addition, Linl 4B
may carry digltal instructions for automatic operétion of the Link
4A transmitting station.  Link 4A synchronizirz pattern and juard
space will be generated automatically and inserted in each jZround-

to-air message by the Link 2A transmitter.

D.7 UNITS, CONVENTIONS, DEFINITIONS.

. The units, conventions and definltions specified for
Link AA in Paragraphs 32:~ b1 also apply to Link 4B messages,
including numerical data, instructions, ete,, which flow on
Link 48, but do not form part of any ground-to-air (Link 4A)

message.

D.8 CONVERSION OF MESSAGES

The relatibnship between the message structures on Link Up
and Link 4B is 1llustrated in Figure 1. Coding of Site Address, .
Mode Selection, Antenna Selection and Site Control Bits 1s shown

in PFigure 2.

D.9 FUTURE MESSAGES

The necessary flexibility to accommodate future requirements

of Link 4B is provided by the Site Control Bits, which are

uged to determine fhe‘content'and interpretation of the rest of

the message followlng these bilts.
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DECLAS

ANNEX TII TO APPENDIX D

-0 “ENCLOSURE 1

' \IFICURE 2
}nmf%ﬁx 4B MESSAGE

ED

Components No. of Diglts Coding, ete.
a) Site Address 3
b) Mode Selection 1 5
¢} Antenna Selecticn 5 0 a omnidirectional
1 = directional
9876
0000 =0 - 22.,5°
1000 = 22,5 - 450
d) 8ite Control 2 i1 10
0 0 = yormal A/C Mesod
é g z Unallocated =
i 1 = %ite Control
Message
e) A/C Address 13
f) Alr Message Label 5
g} Air Message Label
Parity 1
h) Air Message
Information 34 ilote: Information Parity
Diglts inserted at
G/A Transmitter
i) Spares 6
TOTAL 70
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Components No. of Digits Coding, etce,
a) Site Address 3
) MHode Selection 1 5 |
¢) Antenna Selection 5 0 = omnidirectional
1 = directional
987 .
0000 0 - 22.5°
d) Site Control 2 11 10
0 g = Normal A/C Mcsud
é 1 : Unallocated ~
1 1 = Site Control
Mlessage
e) A/C Address 13
I) Air Message Label 5
g) Air Meésage Label )
Parity 1l
h) Air Message
Information 34 ilote: Information Parity
: Digits inserted at
G/A Transmitter
1) Spares 6
TOTAL 70
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¢ Control Messagze Type 3

R R N

The 16 Dikdréte Messases of Link ! Control Messase ‘Type 3
nave the following expanded definitions:
Discrete

Message Brief Expanded Definition
Number Definition

0 Disengage Take immediate action in
accordance with SOP or
briefing. Do not fire.

1 Not under control Tgnore all data link comaands
and information except his
discrete message read-out(s)
of mission,

MIS

2 Vector to Waypoint Vector 1s to a point in space
(Orientation Point)

3 Vector to Handover Vector is to a point at which

' ' : your control will be trans-

S ferred to another control

- _ centre. Expect further Inst-
ructions on new frequenciles
for volce and data linic chan-
nels and standby for a shift
frequency command.

b Orbit Remmain in the immediate
vicinity of your present
position using the pattern
establlshed by S0P or brieflng.

Return to base You arc belng vectored to a
point at which your control
will be transferred to your
final destination control
centre. Expect a shift frequen-
cy. commnand, This is a special
case of handover which permits
the: pilot tc make preparation

d . for letdovmn and landing. It

may alsc be used a9 an emer-

gency return to base advilsory

s as for example,indication that

fuel state has been determined

by the control centre to have
reached the minimum which
would allow normal return with
requlred landing reserve.
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6 Challenge Vector 1s to intercept an
unltnewn for the purpose aof
visual identification, Action
subsequent to identification
will be contingent on brlefing
or S0P, ’

NATO - CONFIDENTIAL Apnex 111

SGM-229—62

NATO UNCLASSIEIED "

APPROVED FOR PUBLIC DISCLOSURE




MIS

PUBLIC DISCLOSURE IMSM-0431-33 DECLASSIFIE

DECLAS

NATO UNGLASSIFIED

APPROVED FOR PUBLIC DISCLOSURE

NATC - CONFIDENTIAL

T fgﬁéSﬁ oy vith Arm

8 Destroy with Arm
No.. 2 _
9 Destroy with Arm
No. 3
*10 Pllot Target Selection
*11 Altitude Change.Warning
R
*#12 Commard Speed Change
Warning
13 Revert to Voice
*14 Maximun Rate Turn
*15 Normal Rate Turn

You awt belng vectored to
attacl a target with the

veapon indicated. It has been
determined at the computer

that the indicated ireanon is

the preferred weapon for this
attaclk accordingly your approeach
will Dbe optimized for maxilmun

~kill probability with that

veapon. This command does not
preclude the use of other
weapons during this attac't
as may be deemed appropriatu
by the pilot,

Same as Code 7 above
Same as Code 7 above

Iznore target designation and
attack most suitable targetl

A change in altitude command
is imminent or has already
been tranamtted. Observe the
appropriate cammand read-out
and respond promptly to the
ensuing or existing change.

A change in speed {power
setting) command is imminent
or has already been transmit-
ted. Observe the appropriate
command read-out and respond
promptly to the ensuing or
existing change.

Talke action as necessary to
receive a voilce message. If
you have simultaneous voice
and data reception capabilities
the next-message you hear on
your veoice, channel will be
intended foy you.

v

All turns executed in response
to command heading changes
shall be executed in the
indicated manner.

Same as Code 14 above

* OPTIONAL: Implement if desired but do not use for any other

purpose,
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ENCLOSURE 2

COMMENTS ON STANDARDS FOR NATO DATA LINKS: LINK 4

DENMARK

II.

Denmark approves ... /SGM-378-617 as a basis for

standardization of the future ground/air data links. How-

~ever, from the information which 1s, at present, available

to-Denmark, 1t appears that the proposed standards for NATO
Data Link 4 are not compatible with the most of the existing
communications equipment, notably AN/ARC-34 and AN/GRC-27.
Therefore, Denmark cannoct undertake to implement the result-
ant STANAG until a usable communication set, e.g. AN/ARC-62,
has been procured.

Denmark wishes to stress the importance of ensuring com-

~patibility of NATO Data Link 4 with the message standardiza-

tion for data transmission system as suggested by ICAO in

Doc. 7909, RAC/SAR Recommendation 25/2.

UNITED STATES

It should be recognized that many NATO nations may
net be able to implement all aspescts of these standards.
This may dictate the need for a supplemental document de~"
lineating degree of implementation by participating nations.
For example: the U.S. Air Force at present cannot, without
congiderable cost outlay and attendant redesign, implement
the discretes in Message C-~3;likewlse, the U,S? Navy Air-
borne Techinical Data System cannot implemcnt the full range

of speed commands 1in Message C-3.
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NORTH ATLANTIC MILITARY COMMITTEE
COMITE MILITAIRE DE L'ATLANTIQUE NORD

Standing Group Groupe Permanent
18 September 1962

CORRIGENDUM NO, 1

to SGM-229-62

Holders of SGM-229-62 (Standards for NATO Data Links:
Link 4) are requested to replace pages 3, 4 and 36-43 with
the attached revised pages, and to deétroy the removed pages by

burning or reducing to -pulp.

FOR THE STANDING GROUP:

= .

ICH/md - IVAN C, HENRY, J
" Lt Colonel, USAF
1 ENCLOSURE (lo‘Fage changes) Assistant Secretary
Pages 3,4, 36-43 of .
SGM-229-62
Regraded NATO Unclassifled. when
separated from classif ied
enclosure,
DISTRIBUTION: as for basic paper (ot —
| KR
NATO - CNEEESMEEG. -1 - This document consists

SGM-229-62 - Corrigendum No. 1 - of 11 pages.
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